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1. Ha3nauenue u 00,1acTh NPUMEHEHUS

1.1. Tlomoxenune «OO0 opraHu3ald W OOCCIEYCHUH 3aIIUTHl TEPCOHAIBHBIX JTAHHBIX)
MpeIHa3HAYEHO ISl OpTaHU3aIlMU U MIPOBEICHUS MEPOIIPHUATHHA 10 00ECTICUESHUIO 3aIUThI TEPCOHATBHBIX
JIAHHBIX B TOCYJApPCTBEHHOM aBTOHOMHOM IPOQECCHOHATEHOM O0pa30BaTeIbHOM YyUpESKICHHH PecmyOimku
bamkoproctan «CTepiuTaMakCKuil MEIMIIMHCKUN Kowtemk» (fanee — YUpekJeHHE) B COOTBETCTBUU C
TpedoBanusiMu DenepanbHoro 3akoHa ot 27 uronst 2006 roga Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX ).

1.2. Tlonoxenwe omnpenenseTr NOPSAAOK OpraHm3anuu pabor, TpeOOBaHUS, NpaBWia U
PEKOMEHIalUK 110 00ECIICUEHHUIO 3aIUThI IEPCOHAIBHBIX JTAHHBIX B Y UPEIKICHUU.

1.3. TlonoxeHnue SBISETCS JIOKAIBHBIM TPABOBBIM aKTOM YupexjaeHus. TpeOoBaHus
[Tonoxxenust 00s13aTeNbHBI ISl BBIMOJHEHUST BCEMU PaOOTHHUKAMH, KOTOPBIC JOIYIICHBI K 00paboTKe
MEPCOHAJIbHBIX TAHHBIX.

2. TepMHHBI B COKpPAIIEH U
APM ABTOMaTH3MPOBAHHOE paboyee MECTO
b baza nagHeIx
BII BpenonocHas nporpamMmma
4(® Nudopmanmonnas cucrema
NCIIT/In NudopmanmonHas cucreMa 1MmepCcoHAIbHBIX JTAHHBIX
JIBC JlokasibHasl BBIYMCIUTENIbHAS CETh
MO MexceTeBol sKpaH
HC/] HecaHKIIMOHMPOBaHHBINA JOCTYI
II1u [lepconanbHbIE JaHHBIE
110 [Iporpammuoe obecrieueHue
[19BM IlepcoHanbHas AIEKTPOHHO-BBIYMCIUTEIbHAS MAllIMHA
CBT CpencTBO BEIYMCIUTEILHON TEXHUKU
C3U CpencTBo 3auThl UHGOpMauu
C3I1/In Cucrema (moacucTeMa) 3aliThl IEPCOHANBHBIX JAHHBIX
D3 denepasbHbIN 3aKOH

BJiokupoBaHMe NMepCcOHAIBHBIX JAaHHBIX — BPEMEHHOE IpeKpalleHue cOopa, CUCTeMaTU3aluy,
HAKOIUIEHHUS, UCIIOJIb30BaHUs, pPACIIPOCTPAaHEHNUS, IEPCOHANIbHBIX JAHHBIX, B TOM YHCJIE UX MIEpPEeadH.

Bupyc (KOMNBIOTEpHBIA, NPOrPAMMHBIN) — HCIOJHSIEMBIA MPOTrPAMMHBIN KO WIH
UHTEPIPETUPYEMbIi  HAOOp  MHCTPYKUMM, oOJajalomuii  CBOMCTBAMM  HECAHKLMOHHUPOBAHHOTO
pacrpocTpaHeHHs U camoBocrpousBeneHus. Co3gaHHble AyOaMKaThl KOMIBIOTEPHOTO BUpYyca He BCerja
COBMAJAIOT C OPUTHMHAJIIOM, HO COXPAHSIOT CIOCOOHOCTh K JalIbHEHIIEMY paclHpOCTPaHEHUI0 U
CaMOBOCIIPOU3BENICHUIO.

BpenonocHass mporpamma —  [porpaMma, IpeAHa3Hau€HHas Ui OCYILIECTBJICHMUS
HECAaHKIIMOHMPOBAHHOTO JIOCTyNa M (MJM) BO3JEHCTBHA Ha IEPCOHAIbHBIE JaHHBIE WJIH PECYpPCHI
MH(OPMALIMOHHON CUCTEMBI IEPCOHAIBHBIX JaHHbIX.

Joctyn k nHGOPMaNMU — BO3MOXKHOCTh MOTY4eHUsI MHQOPMAIK U €€ UCTIOIb30BaHHUS.

3amumaemasi uHdopmauus — uUHPOPMAIMS, SBISIOMASICS TPEAMETOM COOCTBEHHOCTH U
noJyIeXxaniasi 3aluTe B COOTBETCTBUHU C TPeOOBAaHMSAMM IMPAaBOBBIX JOKYMEHTOB WM TpeOOBaHUSIMH,
YCTaHaBIIMBAEMbIMH COOCTBEHHUKOM MH(OpMAaLINH.

HNnentnduxanus — npucBoeHue cyObekTaM M 00BEKTaM J0CTyNa WACHTU(UKaTOopa U (WiIM)
CpaBHEHHUE NpeIbsABIsieMOro naeHTugukaTopa c [lepeuneM nNprcBOEHHBIX UIEHTU(UKATOPOB.

HNudopmanuonnass cucreMa MNePCOHAJNBHBIX JAaHHBIX — HH(OpPMAIMOHHAs CUCTEMa,
MpeiCTaBIstonasi COO0N COBOKYITHOCTh MEPCOHAIBHBIX JAaHHBIX, COIepKalIuXcs B 0a3e JaHHBIX, a TaKXKe
MH(POPMAIIMOHHBIX TEXHOJIOTMHA U TEXHUUYECKUX CPEACTB, MO3BOJISIOIIUX OCYILECTBIATE 00pabOTKY TaKUX
MEPCOHANBHBIX JAaHHBIX C HCIOJB30BAHHMEM CPEJCTB aBTOMATH3allMU WIK 0€3 HCIOJIb30BaHUS TaKHX
CPEACTB.

NudopmanuoHHble TEXHOJOTHM — IPOIECCH, METO/BI MOUCKA, cOOpa, XpaHEeHHs, 00pabOTKH,
MPEJOCTABICHUS, PACIPOCTPAaHEHUsT WHGPOpPMALMU M CIOCOObI OCYIIECTBICHUS TAaKHX IPOLIECCOB U
METO/IOB.

KoHpuaeHIMaJIBHOCTh NEePCOHAIBHBIX JAHHBIX — 00s13aTeIbHOE TSI COOJIIOICHHS OIIepaTOPOM
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WIA WHBIM TIOJIYYMBIIMM JIOCTYNl K TMEPCOHAJIbHBIM JAHHBIM JIMIIOM TpeOOBaHHWE HE JOMYyCKAaTh HX
pacripocTpaHeHue Oe3 corjacusi CyObeKTa MEepPCOHAIBHBIX JAHHBIX WM HalU4us HMHOTO 3aKOHHOI'O
OCHOBAHUS.

KonTpoampyemasi 30Ha — IpOCTPaHCTBO (TEPpUTOPHS, 3JaHME, YacTh 3JaHUA, OMELICHHE), B
KOTOPOM HCKJIIOYEHO HEKOHTPOJUPYEMOE MpPeOBbIBAHWE MOCTOPOHHHUX JIML, a TAKXE TPaHCIOPTHBIX,
TEXHUYECKUX U MHBIX MAaTEepUAIIbHBIX CPEJICTB.

MeskceTeBol 3KpaH — JIOKaJIbHOE (OJHOKOMIOHEHTHOE) W ()YHKIIMOHAIBHO-PACIPEIeICHHOE
IporpaMMHOE  (IIPOrpaMMHO-ANIapaTHOE) CPEACTBO  (KOMILIEKC), peaau3yrollee KOHTPOIb 3a
uHpopManue, nocTynawoued B WHPOPMALNMOHHYIO CHUCTEMY MEPCOHAIBHBIX JaHHBIX W (WIN)
BBIXOJA1IEH U3 MHPOPMALIMOHHONW CUCTEMBI.

HecankumoHnpoBaHHbIN J0CTYN (HECAHKUMOHHMPOBaHHbIE JelCTBMA) — JOCTYH K
uHboOpMalMd WIM JAEHCTBUS C HHPOpMaLuell, Hapyllaoolye MpaBuiIa pa3rpaHUYEHHs JO0CTyHa C
MCTOJIb30BAHMUEM HITATHBIX CPEICTB, MPEIOCTABIAEMBIX HHPOPMALMOHHBIMUA CUCTEMAMHU TTEPCOHATBHBIX
JAHHBIX.

O0padoTka NnepcOHAJBHBIX JAaHHBIX — JEHCTBUS (Onepalnuu) ¢ NEPCOHAIBHBIMHU JAHHBIMH,
BKJIIOYass cOOp, cHCTeMaTH3allilo, HAaKOIUIEHHWEe, XpaHeHHe, yTOYHeHue (OOHOBJIEHUE, H3MEHEHHE),
UCIOJIb30BaHUE, paclpocTpaHeHue (B TOM dHCIE Iepenady), o0O0e3IMuuBaHue, OJOKHPOBAHHE,
YHUUYTOXKEHUE MIEPCOHANIBHBIX JIaHHBIX.

Omneparop — rocyaapcTBEHHBIM OpraH, MyHULUNIAIbHBIA OpraH, IOPUINYECKOe WIH (PU3NYecKoe
JMIO, OpraHu3ymoomme U (WIM) OCYyHIeCTBISAIOIIKME 00paOOTKy IEepCOHANBHBIX MJaHHBIX, a TaKxKe
OTIPEICTISIONIUE TSI U COACPKAHIE 00pAOOTKH MEPCOHAIBHBIX JTAHHBIX.

TexHuueckue cpeacrsa MHPOPMALMOHHON CHCTeMbl NEPCOHAJIBHBIX JAHHBIX — CPEJCTBA
BBIYUCIIUTENILHOW TEXHUKHU, HH()OPMAITIOHHO-BBIYUCIUTEIbHBIE KOMITJICKCHI M CETH, CPEJICTBA M CHCTEMBI
nepefaun, npuema u obpabotku IIJIH (cpencTBa M cUCTEMbl 3BYKO3AIIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BEJICHUS, IE€PErOBOPHBIE M TEJIEBU3MOHHBIE YCTPOWCTBA, CPEACTBA H3TOTOBJICHMUS,
TUPAXUPOBAHUS JIOKYMEHTOB M JApYrHe TEXHUUYECKHE CpPEeICTBa 0OpabOTKM pedeBoil, rpaduueckoi,
BUCO- W OyKBEHHO-IM(POBOW HWHPOPMALMHU), TPOTPaMMHBIE CpelICTBa (OMEPALMOHHBIE CHCTEMBI,
CHCTEMBI yIpaBiieHHs 6a3aMH JaHHBIX U T.I1.), CPEICTBA 3aIUThl HHPOPMALIUH.

Ilepcona/ibHble AaHHBIe — Jt00as WHPOPMALUS, OTHOCAMIAACA K TPSAMO HIM KOCBEHHO
OIpeJICJIECHHOMY WJIM OIpesiesieMoMy (GU3NUEeCKOMY JIULY (CYOBEKTY epCOHAIBHBIX JaHHBIX).

IIpaBuna pasrpaHnyeHdsi JOCTYNAa — COBOKYIHOCTb IIPaBWJI, pErjaMEHTHPYIOLIMX IIpaBa
J0CTyna cyOBbeKTOB JOCTYyINA K 00bEKTaM JI0CTYIIA.

I[IporpammHoe (mMporpaMMHO-MaTeMaTH4eCKoe) BO3/leiicTBMe — HECAHKIIMOHUPOBAHHOE
BO3JICWCTBUE Ha pecypchl HH(POPMALMOHHOM CHCTEMBI, OCYIIECTBIIEMOE C HCIOJIb30BAHUEM
BPEIOHOCHBIX NTPOTPaMM.

Pecypc mHGopMannoOHHOI CHCTEMBbI — HMEHOBAaHHBIA 2JIEMEHT CHCTEMHOIO MPHUKJIAJIHOTO WU
anmnapaTHOro obecrneyeHus: PyHKIMOHUPOBAHUS HH(OPMALIMOHHON CUCTEMBI.

CpencrBo BBIYMCIMTEIBHOM TEXHHMKH — COBOKYIHOCTb IIPOTPAMMHBIX M TEXHHUYECKHX
AJIEMEHTOB CHCTEM 00pabOTKU JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITENIbHO WJIM B COCTaBe
IPYTHUX CUCTEM.

Cy0bexkT nocryna (cy0beKkT) — JHUIO0 WIM IPOLECC, AEHCTBHUS KOTOPOIO PEriiaMEeHTUPYIOTCS
IIpaBWJIaMHU Pa3TpaHUYEHHUS JOCTYIIA.

YHUUYTOXKeHHEe TNepPCOHATbHBIX JAaHHBIX — JIEHCTBUS, B pE3yJlbTaTe KOTOPBIX HEBO3MOXKHO
BOCCTAHOBUTbH COJEPKAHUE IEPCOHAIBHBIX JAHHBIX WJIM B pE3yJbTare KOTOPBIX YHHUYTOXKAKOTCS
MaTepuaIbHble HOCUTEIHN MEPCOHATIbHBIX JIaHHBIX.

esocTHOoCcT WHGOPMAaNMU — CIOCOOHOCTh CPEACTBA BBIYUCIMTENBHON TEXHMKH HIIH
MH(OPMALIMOHHON CHUCTEMBbI 00ECIeunBaTh HEM3MEHHOCTh MH(QOPMAIIK B YCIOBUSAX CIy4allHOTO W/HIIN
NpeJHAMEPEHHOT0 UCKaXeHUs (pa3pyIIeHus).

3. OO0uue MmoJIoKeHus

3.1. Heo06xoauMocTh NpPOBEAEHUS MEPONPUATUH 10 3allUTe MEPCOHATBHBIX JTaHHBIX B
YupexaeHnn onpenensercs:

—  @enepanbHbIM 3akoHOM OT 27.07.2006 1. Ne 152-@3 «O nepcoHanbHBIX JAHHBIX);

— TIlocranosnenuem IIpaBurensctBa Poccuiickoit @enepaunu ot 21 mapra 2012 . Ne 211 «O6
YTBEP)KICHUM TIepeYHsi Mep, HAalpaBIeHHBIX Ha o0ecleyeHue BBINOJIHEHUS OO0sI3aHHOCTEH,
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MPEeyCMOTPEHHBIX (eepabHBIM 3aKOHOM "O MepCOHANBHBIX JAHHBIX" U MPUHITHIMU B COOTBETCTBUU C
HUM HOPMAaTUBHBIMHM TPABOBBIMU AaKTaMH, OINEPAaTOpaMH, SBISIOUIUMUCS TOCYIAapPCTBEHHBIMU WM
MYHHIIUITATbHBIMA OpPTaHaAMI,;

— IlocranoBnenuem IlpaButensctBa Poccuiickorr @eneparuu ot 01.11.2012 1. Ne 1119 «O6
YTBEPKACHUHM TpeOOBaHUM K 3alIMTE NEPCOHAIBHBIX JAaHHBIX MPH UX 00paboTke B MH(MOPMALMOHHBIX
CUCTEMaX MEePCOHATbHBIX JAaHHBIX);

— IlocranoBnenuem IlpaButenscTBa Poccuiickoii ®epepannu ot 15.09.2008 r. Ne 687 «O06
yrBepxkacHUH [lonoxeHuss 00 0COOCHHOCTSX 00pabOTKH MEepPCOHATBHBIX JTAHHBIX, OCYIIECTBIIsIEMON 6¢3
HCIOJIb30BAaHUS CPEJICTB aBTOMATU3ALINI.

3.2.  Uenbto 3ammurel [1/IH sBnsercs mpenoTBpalieHHEe BO3MOXHON YTEUKH HH(POpPMALUU H
(11M) HECAaHKIIMOHUPOBAHHOTO U HEMIPeIHAMEPEHHOTI'0 U3MEHEHUs Win paspyiienus [1/1x.

3.3. Beimonnenue meponpusatuil no 3ammre [IJ]{H mo3Boisier obOecneduTh 3alIUTy MpaB U
cBO0O/I YeIOBEeKA U TpakJaHUHA TIPH 00pabOTKE ero MepCOHATBHBIX JaHHBIX, B TOM YHUCIIC 3aIIUTYy MpaB
Ha HEMPUKOCHOBEHHOCTh YaCTHOM U3HU, JINYHYIO U CEMEHHYIO TaliHy.

3.4. 3ammra [1JIH nocturaercs BBHINOJHEHUEM KOMILIEKCA OPTaHW3AIIMOHHBIX MEPOIPHUITHA H
MPUMEHEHUEM CpPEJCTB 3allMThl MHQOpPMAIMH OT HECAHKLIHOHHUPOBAHHOTO JOCTYyMa, IPOrpaMMHO-
MaTEMaTHYECKUX BO3JCHCTBHIA C IENBI0 HAPYIIECHUS IIEIIOCTHOCTH (MOAU(DHKAIINK, YHHUYTOXKEHUS) W
JOCTYMMHOCTH HH(OpManuu B Ipolecce ee o00padoTku, mepenaud M XpaHeHus, a Takke
paboTOCIIOCOOHOCTH TEXHHYECKUX CPECTB.

3.5.  Bce pabotnuku, oopabatsiBatonue [1/[n u obecneunBaromiue 3amuty [1J{H, 70MKHBI OBITH
03HaKOMJIEHBI ¢ HacTosAmuM [lonoxkenneM 1o pociuchk.

3.6.  [letictBue [lonoxkeHuss HEe pacHpOCTpaHSETCS HA yCTAHABIMBAEMBIA TOCYAapCTBEHHBIMU
OpraHamu PeKUM 3alIUThl CBECHH, COCTaBISAIOIIMX TOCYAapCTBEHHYIO TaiiHy Pocculickoit @enepanuu.

4, HopMaTuBHBI€ CCHLIIKH

4.1. Hacrosmee [lonoxenue pazpaboTaHO B COOTBETCTBUU C IIPaBOBbIMU akTaMu P@:

—  ®epepanbHbiM 3aKkoHOM OT 27.07.2006 1. No 152-D3 «O nepcoHaIbHbIX JaHHBIX.

— ®@epepanpabiM 3akoHOM OT 27.07.2006 . Ne 149-03 «O6 mHbopManuu, HHPOPMAITHOHHBIX
TEXHOJIOTHUSIX U O 3allluTe UHPOPMAIIUH.

— Ilocranonenuem IlpaBurenbcrBa Poccuiickorr @enepamuu ot 01.11.2012 . Ne 1119 «O6
YTBEP)KICHUN TpeOOBaHMM K 3allMTe MEPCOHANIBHBIX JaHHBIX NPU UX 00paboTKe B MH(OPMAIMOHHBIX
CUCTEMAaX NEePCOHAIBHBIX JaHHBIX;

— TIlocranoBnenuem IlpaButensctBa Poccuiickoit ®denepannu ot 15.09.2008r. Ne 687 «O6
yrBepkaeHun Ilonoxenns 06 ocobeHHOCTAX 00pabOTKH MEePCOHATBHBIX JaHHBIX, OCYLIECTBISEMON Oe3
HCIIOJIb30BAaHUS CPEJICTB aBTOMATHU3ALII.

—  «ba3zoBoit Mmogensio yrpo3 6e3onacuoctu [1/1n npu ux o0padorke B UCIIIH», yTBepKIeHHON
3amecturenem qupekropa @CTOK Poceun 15.02.2008 r.

— «Meronukol ompeneneHus akTyalbHbIX yrpo3 Oe3zomacHoctu [I/IH nmpu ux oOpaboTke B
NCTIn», yrBepxaennoi 3amectuteneM aupekropa @CTIOK Poccun 15.02.2008 r.

— IIpuka3z ®CTIK Poccun Ne 21 ot 18 despans 2013 rona;

— «MeronuyecKUMU  PEKOMEHJALMU MO OOECHEUEHUI0 C TOMOIIBI0  KPUITOCPEICTB
0€30MMacCHOCTH MEPCOHATBHBIX JaHHBIX IpU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX IMEPCOHATIBHBIX
JAHHBIX C UCIIOJIB30BAHUEM CPEJCTB aBTOMATHU3ALMKN», YTBEPKIEHHBIMH pyKoBoACTBOM § Llentpa ®Cb
Poccun 21.02.2008 r.

— «TunoBeiMH TpeOOBaHHUSMHU [0 OpraHU3alMM M oOecHeyeHH0 (YHKIMOHUPOBAHUS
UPPOBAIbHBIX (KpUNTOTpadUUYECKUX) CPENCTB, MpeIHa3HAYEHHBIX JI 3allldThl HHQOpMAIUH, HE
COJIEprKalllel CBEIEHUM, COCTaBISAIOUIMX TOCYJapCTBEHHYIO TallHy B Cly4ae MX HCIOJb30BaHUA JUIA
oOecrnieueHnss 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX MPHU UX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMax
NIEPCOHANIBHBIX JaHHBIX», YTBEPKIEHHBIMU pykoBoacTBOM § Llentpa ®Cb Poccun 21.02.2008 r.

5. HepCOHaJILHI)Ie JaHHbIE, MMOAJICKAIIINE 3AIIUTE

5.1. IlepcoHanbHble AaHHBIE, MOAJEKAIINE 3aIUTE, YTBEPKAAIOTCA MPUKA30M PYKOBOJIUTEIS
VYupexnenus B Buae «llepeuns nepcoHanbHbIX TaHHBIX, 00pabaThIBa€MBbIX B YUPEXKICHUU.
5.2. N3MmeHeHus, JONOJHEHUS TMEPEYHS MEPCOHAIbHBIX JIAHHBIX, O0OpabaThIBaéMbIX B
VYupexneHnu, OCYIIECTBISIOTCA Ha OCHOBAaHHMM HWH(MOPMALMM, MPEIOCTaBISIEMON PYKOBOJIUTEISIMU
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nojpasneneHuii, pabOTHUKH KOTOpHIX oOpabarbiBaioT [I/IH mpu  BBHIMONHEHUH JTOMKHOCTHBIX
o0s13aHHOCTEH.

5.3. IlepcoHanbHble AaHHBIE, MOMJEKAIIME 3alUTe B YUpexJIeHHH, oOpabareiBaioTcs 0e3
UCMOJb30BAaHUS CPEJCTB aBTOMAaTH3allMM, a TakXke B HMH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX
nauubix (MCITAH).

6. OpranusanuonHasi cucreMa odecneyenusi oezonacuoctu IIn

6.1. B cocraB opraHu3alMOHHOW cHUCTEeMBI oOecreueHus: Oe3zomacHocTu [1IH YupexnaeHus
BXOJIAT:

— PYKOBOJIMTEIb YUPEKICHHUS,

— PYKOBOJAWTEJM MOAPA3JEIECHUN, pa0OTHUKAM KOTOPBIX IpenocTasieH goctyn K [1/1H;

— pabOTHHKH, KOTOPBIM mpeaocTanieH noctyn K [11x (moas3oBarenu UCTIIH).

6.2. OOuiee pykOBOACTBO opranuzanuei pador no 3ammure [1/IH ocyiiecTBiseT pyKOBOIUTEND
Yupexaenus.

6.3. PykoBoacTtBo m KOHTposib 3a oOecrieueHueM Oe3omacHoctH II/[H mpu oOpaboTke B
NCIIdn, opranuzanuio padboT mo pazpaborke nqokymentanuu mo 3amute [1/1H, paspaborke C3I1/1H, mo
MIPOBEJICHUIO OPraHM3allMOHHBIX M TEXHUYECKHX Mepornpustuii no 3amure [I[IH ocymectBiser
OTBETCTBEHHBII 32 OPTaHU3AIMIO 00PaOOTKH MMEPCOHATBHBIX JAHHBIX.

6.4. W3 cocraBa paOOTHUKOB Y4UpexJeHHUS Ha3HAYaeTCs OTBETCTBEHHBIN 3a oOecredeHue
0€30MacHOCTH TEPCOHANBHBIX MJaHHBIX. [IpaBa u o00s3aHHOCTH pabOTHHMKA, OTBETCTBEHHOTO 3a
obecrnieueHre 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX (aJMUHHCTpaTOpa 0€30MacHOCTH), BKIIIOYAIOTCS B
€ro JOJDKHOCTHBIE 0053aHHOCTH.

6.5. PabGoTHuku, koTopbIM TmpeaocTaBieH pgoctyn Kk IIJlH B pamkax o0pabGotku 06e3
WCTIOJIB30BAaHUSl CPEACTB ABTOMATH3AIMH, HETIOCPEACTBEHHO PEaTH3yIOT OpPraHU3allMOHHBIE MEpHI IO
obecnieueHnto coxpanHoctu Hocurteneil I1J[H v BbIMOTHEHUS MpOIEAyp MO COONIOACHUI0 TPeOOBaHUI
3aKOHOJAATEIbCTBA.

6.6. Ilonwp3oBatenu MWCII[IH HemocpenCcTBEHHO peanu3yloT TpeboBaHHUS Oe30MacHOCTU
uHpopmanuu, npuHAteie s MCIIJIH, WCHOMHSIOT yCTaHOBJCHHBIE peXuMbl 3ammThl  [1]1H,
00ecrneurnBarT CTPOroe UCIOIHEHUE MPEANICAHHBIX TPaBUII 0€30MacCHOCTH UH(OPpMAITIH.

7. 3amuTa I[1In npu o6padoTke 6e3 HCIOIb30BAHUS CPEACTB ABTOMATH3ALNH

7.1. TpebGoBanus k obecrnedeHUO 0€30MMACHOCTH MEPCOHANBHBIX JTAHHBIX TIPU UX 00pabOTKe
0e3 MCIOoJIb30BaHUs CPEJCTB aBTOMAaTU3aluM ycTaHoBiIeHbI [locranoBnenuem Ilpasutenscrea PO ot
15.09.2008r. Ne 687 «O06 yrBepxnenuu Ilonoxxenuss 06 ocoOEHHOCTAX 0OpabOTKU MEpPCOHATIBHBIX
JaHHBIX, OCYIIECTBIIsIEMOM 0€3 MCIOIb30BAHUS CPEJICTB ABTOMATH3ALIUN.

7.2.  Jlamssii Bug oopabotku I1/]a (a Takxke coctaB I1/H 1 mepedeHsb I, JOMYIMEHHBIX K
oOpaboTke) yka3biBaerca B IlepeuHe oOpaOaTbiBaeMbIX NEpCOHAJIbHBIX JaHHbIX U [lepeune
Mo/ipa3/ieIeHUH M JOJKHOCTHBIX JIUI], AOMYIIEHHBIX K paboTe C MepCOHATBHBIMUA JaHHBIMH.

7.3. 3amwura II/[H, oOpabaThiBaeMbIX 0€3 MCHOJIB30BAHUS CPEJICTB AaBTOMATHU3AIUH,
oOecrieynBaeTCs BHIMOTHEHUEM CIIEIYIONINX MEPOTPHSITHIA:

— OmpeleNeHHeM MeCT XpaHEeHHUs IepPCOHANIbHBIX;

— obecrieueHueM pa3aeIbHOr0 XPaHEHHUS TIEPCOHATBHBIX TaHHBIX;

— coONIoficHUEeM YCJIOBUM, 00€CleurBaIOUIMX COXPAaHHOCTh IEPCOHAJIBHBIX JaHHBIX U
MCKJTFOYAONINX HECAHKIIMOHUPOBAHHBIN TOCTYIT K HUM.

7.4. Hocurenu I/l nmoaiexxar YHUUYTOXKEHUIO MO JOCTUXKEHUU Liejell oOpabOTKU W/UIHN B
clly4ae yTpaTbhl HEOOXOJAMMOCTH B WX XpAaHCHUU. YHHUUYTOKECHHE HOCHUTEIEH OCYIeCTBISICTCS
Mojipa3/ieIeHueM, B KOTOPOM OCYIIECTBISJIOCh XPaHEHHE HOCHUTENs C ydyacTHeM pabOTHHKOB
Mo/Ipa3/ieNIeHus, U3 KOTOPOTO MOCTYITHII HOCUTEINb.

7.5. B cinywasx wucTeueHUss CpOKa XpaHEHMs (apXMBHOro xpaHeHMs) Hocutenei II/In
OCYIIECTBIISIETCS] YHUYTOXKeHUE W/uinu oOe3nuuuBanue [IJIH mpu HaaWuyMM TakoW BO3MOXKHOCTH B
nopsnuke, npeaycMoTpeHHoM IIpaBunmamu oOpaOOTKM, XpaHEHHS W YHHMUTOXKEHMS IEepCOHAIbHBIX
TaHHBIX B YUPEXKICHHH.

8. 3ammra I1/IH npu 06padoTke B HHPOPMALMOHHBIX CHCTEMAX MEPCOHAIBHbBIX JAHHbBIX
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8.1. Meponpustuss mo obecrneuyeHruio OE30MacCHOCTH MEpPCOHAJBHBIX JAHHBIX MPH HX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMax BKJIIOYAIOT B ceOsl:

— ompezeneHre yrpo3 0e30MacHOCTH NEepCOHANbHBIX MaHHBIX NpH ux obpadorke B MCII/IH,
(dbopMHpOBaHKE HA UX OCHOBE MOJIEIH YIPO3;

— opraHm3anus pexuMa oOecrieueHHss O€30IacHOCTH IOMEUICHHH, B KOTOPBIX pa3MeleHa
MH(OPMALMOHHASL CUCTEMA, MPETSATCTBYIOIIET0 BO3MOXXHOCTH HEKOHTPOJIUPYEMOTO IIPOHUKHOBEHHS HITH
npeOBbIBaHUS B TUX OMEIICHUSX JIHII, HE UMEIOIIUX MTPaBa JOCTYIa B OTH MTOMEIICHHUS,

— obecrieueHne COXPaHHOCTH HOCUTENICH MePCOHATIBHBIX JaHHBIX;

— YTBEpXKJIEHHE pPYKOBOJHUTEIEM OIEparopa JOKYMEHTa, ONPEACISAIOIIEro IepeYeHb JIUILI,
JOCTYI KOTOPBIX K TIEpPCOHAIBHBIM JIaHHBIM, OOpabaTbiBaeMbIM B HH()OPMAIIMOHHON CHUCTEME,
HEOOXOMM JIJIsI BHITTOJTHEHHSI MU CITYKEOHBIX (TPYAOBBIX) 005S3aHHOCTEHH;

— HCIIONB30BaHME CPEACTB  3alMThl  MHGOpMAMK, MPOLISAINIMX TPOLUEAYPY OICHKHU
COOTBETCTBHUSI TpeOOBaHMAM 3aKoHonaTenbcTBa Poccuiickoit ®enepamyu B obimactu oOecrieuyeHHs
Oe3omacHOCTH MWH(OpPMAIMK, B clydae, KOIJla TNPUMEHEHHWE TaKUX CpPEACTB HEOOXOIUMO  JUIs
HEHTpaln3alum akTyaJIbHBIX YTPO3;

— Ha3HA4YCHHE JOJDKHOCTHOTO Jmna (paOOTHHWKA), OTBETCTBEHHOTO 3a  OOecredYeHue
0€30MaCHOCTH MIEPCOHAIBHBIX JaHHBIX B HH()OPMAIIMOHHON CHCTEME;

— omeHKa 3QGEKTUBHOCTH MPUHUMAEMBIX MEp MO 00eCIeYeHHI0 0E30MaCHOCTH MEePCOHATBHBIX
JAHHBIX JIO BBOJA B HKCIUTYyaTaIlUI0 HHPOPMAITMOHHOW CHCTEMBI IEPCOHAIBHBIX JAHHBIX;

—  y4YeT MallMHHBIX HOCUTEICH MePCOHALHBIX JJAaHHBIX;

— o0OHapyxeHHE (AaKTOB HECAHKIIMOHMPOBAHHOTO JOCTYNA K IIEPCOHAIBHBIM JaHHBIM U
MPUHATHE MED;

— BOCCTAaHOBJICHHE TEPCOHAIBHBIX JAHHBIX, MOJIUQMUIIMPOBAHHBIX WM YHUYTOXKCHHBIX
BCJICJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

— YCTaHOBJIGHHME TPaBWJ JOCTyHa K TEPCOHAIBHBIM JIaHHBIM, O0OpadaThiBa€MbIM B
MH(POPMAIIMOHHON CHCTEME TIEPCOHANBHBIX JTaHHBIX;

— o0ecrieueHUue pEerucTpali M ydeTa BCeX JCUCTBUM, COBEPIIACMBIX C MEPCOHAIBHBIMU
JAHHBIMU B UH(POPMAITMOHHOM CHCTEME MEPCOHAILHBIX TAaHHBIX;

— KOHTPOJIb 3a MPUHUMACMBIMH MEpaMH TIO0 OOECIEYCHHIO OEe30MaCHOCTH TEePCOHAIBHBIX
JaHHBIX ¥ YPOBHS 3aLIUIIEHHOCTH WH(POPMAIIMOHHBIX CHCTEM IEPCOHABHBIX JTAHHBIX.

— pa3pabOoTKy Ha OCHOBE MOJCIU Yyrpo3 M MOJACTH HAPYIIMTENs] CHCTEMbl 3allUThI
NEePCOHATBHBIX JAAHHBIX, OOecIeunBaroIell HeUTpaIu3alno MpernoiaraéMplX yrpo3 ¢ UCIOIb30BaHUEM
METOZIOB M CIIOCOOOB 3allIMTHI TIEPCOHANBHBIX MaHHBIX, MPEITyCMOTPEHHBIX JJISI COOTBETCTBYIOIIETO
KJ1acca MH(POPMALIMOHHBIX CUCTEM;

— YCTaHOBKY M BBOJ B JKCIUIyaTallMi0 CPEACTB 3alIUThl MH()OpPMAIMK B COOTBETCTBUHU C
HKCIUTYaTallMOHHON M TEXHUYECKOH TOKyMEHTalueH;

— oOydeHue IMI, WCHOJB3YIOIMUX CPEICTBA 3allUThl HHPOPMALUHU, MpPHUMEHSEMbIE B
MH(POPMAIMOHHBIX CHCTEMaX, MPaBHiiaM paboThI C HUMH,

— y4eT NpPUMEHSEMbIX CpPEeACTB 3alUThl HWH(OPMAIMM, SKCIUTyaTAllMOHHOM M TEXHUYECKOH
JOKYMEHTAI[MHN K HUM, HOCUTEJIe! TIepCOHANBHBIX IaHHBIX;

8.2. Mopuens yrpo3 0e30maCHOCTH TEPCOHANBHBIX JaHHBIX TpU HX 00paboTke B
CHEeIMANbHBIX HMH(POPMALMOHHBIX CHCTEMax IEepCOHANbHBIX JaHHBIX pa3pabaTbiBaeTci C
ucnoas3oBanueM metoanueckux AokyMeHToB @CTOK Poccum u (nnm) ®CbH Poccuun. Pesynbrarsl
ONpEJeNeHns] U OLIEHKU aKTyalbHBIX yrpo3 OeszomacHoctu II/IH mpu ux ob6paborke B MCIIdH
VYupexneHus yTBepKIalTCs PyKOBOJACTBOM Y UpEkKIACHHUS.

8.2.1. BriaBnenue yrpo3 6e3onacuoctu I1JIH, peanusyeMbIx ¢ IpUMEHEHUEM NPOTPAMMHBIX U
MIPOrpaMMHO-ANIIAPATHBIX CPEJICTB, OCYIIECTBISIETCS HA OCHOBE 3KCIIEPTHOI'O METOJA, B TOM YHCIIE
MyTeM OIlpoca CIEeNHAINCTOB MO0 MHPOPMAIMOHHBIM TexHosorusM, nepconaia MCIIIH, npu sTom
MOT'YT UCIIOJb30BaThCAd CIHELHAIbHbIE HWHCTPYMEHTAJbHBIE CpEACTBa (CETeBblE CKaHEphl) MJIs
MOATBEPXKJCHUS HAJIWYUS M BBISBICHHS YS3BUMOCTEH NMPOTPAMMHOTO M ammapaTHOTO oOecrnedeHus
UCIIAn. [ns npoBeneHust OIpoca MOTYT COCTaBJISThCS CEUaIbHbIE OIIPOCHBIE JIUCTHI.

8.2.2. Ilpu HeoOXxoammocTH mpuMeHeHHUs (B ciaydae mnepepaud [IJ[H Mo He3amMIEHHBIM
KaHaJlaM CBsi3M) cpeacTB kpunrorpaduyeckoit 3amutel nuadopmamnuu ais UCITIr paspabaTeiBaeTcs
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Monens HapymuTenas 6€30MacCHOCTH NEPCOHATIBHBIX JTaHHBIX. MOeNb HApYIIUTEN sl pa3padaThiBaeTCs
Ha ocHoBe «MeTOOUYeCKNX peKOMEHJAauuid MO0 O0O0ECHeYeHHUI0 C TOMOIIbI KPUITOCPEICTB
0e30MacHOCTH TMEepPCOHANBHBIX JaHHBIX MpH HUX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMax
nepcoHanbHbIX TaHHBIX» OCb Poccun. Ha ocHoBe paspaborannoit moaenu Hapymurtens nias UCITqn
ompenensieTcss ypoBeHb Kpunrorpaduueckoir 3amutsl [1/[H, KOTOpoMy MOIKHBI COOTBETCTBOBATH
MIPUMEHSIEMbIE CPeJCTBA KPUNTOrpaduuecKoil 3alIUThI.

8.3. Tpebosanus k obecrneuennto 6e3omacHoctu [1/Jxn npu ux obpadotke B UCII/IH
8.3.1. PaspemmmrenbHas CHCTEMa JOMYyCKa MOJb30BaTeNIel K HHYOPMALMOHHBIM pecypcam

8.3.1.1. Pasrpannuenue noctyna kK MH(OPMAIMOHHBIM pecypcaM, coaepkamuMm [1J[H,
JOJDKHO OCYHIECTBIIATHCSA Ha ocHOBaHUU «[lepeuns momkHOcTel YupexaeHus, 3aMenieHne, KOTOPBIX
IpeIyCMaTpPUBAET OCYLIECTBIEHNE 00Pa0OTKY NePCOHAIBHBIX JAaHHBIX 00 OCYLIECTBIEHUE AOCTYIA
K [IEPCOHAIBHBIM JTaHHBIM».

8.3.1.2. Ha mnepuonuueckoid ocHoBe wim mnocie kaxaoro wusmenenus B WCII/dn
OTBETCTBEHHBIN 3a obecrieyeHnue 0e30MaCHOCTU MEPCOHATIBHBIX JAHHBIX JOJKEH IPOBOIUTH MPOBEPKY
COOTBETCTBUS IIpaB II0Jb30Bareliel, omnpeneneHHblx «llepeuneM noipkHOCTEH — YypeKaeHus,
3aMellleHne, KOTOPBIX MpPeaycMaTpUBAeT OCYLIECTBIEHHE O0OpaOOTKH NEpPCOHAIbHBIX JAHHBIX JIMOO
OCYILIECTBIICHUE IOCTYIIA K IEPCOHAIBHBIM JAHHBIM.

8.3.2. Perucrtpanus neiicTBHi MMOab30BaTENCH

8.3.2.1. Perucrpanust peiicTBUi MoJjib30BaTeIel JOJDKHA OCYHIECTBISATHCS CpPEACTBAMU
cuctemMHoro nporpammuoro obecneuenus u C3U UCII/Ix.

8.3.2.2. [Toanexar 00s3aTeNBHON perucrpauuu cleayoIne orepanuy,
ocymectsisiemble B UCIT/H:

— peructparnus Bxoja (BbIX0/a) MOJI30BATENICH B CUCTEMY (M3 CHCTEMBI), JINOO PErucTpanus
3arpy3Kd ¥ HHULMATU3AUK OTIEPALlMOHHOM CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA.

— perucTpanyst BpIa4H Me9aTHBIX (TpaduuecKux) JOKyMEHTOB Ha OyMa)XHBIH HOCHTEIIb,

- peructpanusi 3amycka (3aBeplLIeHHs) @porpaMM U IpoleccoB (3aaHuil, 3aaady),
npeaHa3sHauYeHHBIX AJIs1 00paOOTKH MEPCOHABHBIX JaHHBIX;

—  peructpauus IMONBITOK JOCTyNa MPOrpaMMHBIX CPEICTB (IIporpamm, IMPOLECCOB, 3ajad,
3a/IaHM ) K 3anIuInaeMbiM (aitnam;

—  perucrtpanus MOnbITOK AOCTYIa MPOrPaMMHBIX CPEACTB K JOMOIHUTEIbHBIM 3alUIaeMbIM
00BEKTaM J0CTYyIIA.

8.3.3. Obecneuenue 6e30MMacCHOCTH MPU XpaHEHUH HocuTene nupopmaruu [1/1H

8.3.3.1. [Tomyexar y4deTy cieayromue 3amumaembie Hocutenu [1/[H:

— HaAKOIIMTEJM Ha KECTKUX MArHUTHBIX IUCKAX, ycTaHOBIeHHBbIE B cepBepbl MCII/H;

— HaKONMTEIM Ha JKECTKUX MAarHUTHBIX JHMCKaX, ycCTaHoBlIeHHble B APM, Ha KOTOpBIX
npeaycMoTpeHo xpanenue [1/1H;

— HAKOIMTEJM JJIs XpAaHEHHS PE3EPBHBIX KOIUA;

— BHemnue Hocutenu [1J] (muckersl, kommnakt-muckd, flash-nakomurenu), Ha KOTOpBIX
TexHousorueit oopadotku I1/1H pa3permiaercst xpanenue wim nepeaaya [1/1H.

8.3.3.2. VYuyer 3ammuiaemMblXx HOcHUTeNled HHGOpPMAlUKU JOKEH OCYIIECTBISATHCS B
XKypHanax yuera MaIIMHHBIX HOCUTENIEH B COOTBETCTBUU C IMOPSIAKOM, MPELyCMOTPEHHBIM
«[IpaBunamMu 00paOOTKH, XpaHEHUS U YHUUTOKEHUS MTEPCOHAIBHBIX JAaHHBIX B YUPEKICHUH.

8.3.3.3. OO0513aHHOCTB 110 BEICHUIO y4yeTa 3JIeKTpOoHHBIX HocuTenei [1/ln Bo3naraeTcs Ha
OTBETCTBEHHOTO 3a o0ecrieueHne 0e30MacCHOCTH MEPCOHATBHBIX JaHHBIX.

8.3.3.4. B cnydae cMmeHbl Biajenblla WJIM Ha3HAUYCHHUsS, CHUCAHUS WM BBIBEJACHUS U3
AKCIUTyaTalluy 3alUIIAaeMbIX HOCUTENIeH MHPpOpMauu He0o0XoauMo oOecrneunTs yHuutoxxkeHue [1J[H
C HocHTenel. YHuuTOxkeHue uHpopManuu ¢ HocuTened WHGOpPMAlUU JOJKHO OCYIIECTBISTHCS
MyTeéM MHOTOKPATHOW 3amucH WHGOPMAIMK Ha HOCUTEIW W/UIU MyTeM (U3NUECKOTO YHUUTOKCHUS
HOCHUTEJIS.



8.3.3.5. [To d¢akry yHUYTOXKEHUs  HocuTedas [IJ[H  JOMKEH  COCTaBIATHCS
COOTBETCTBYIOIIUNA AKT, B TOpsAAKe, mOpeaycMoTpeHHOM IIpaBunmamu 00pabOTKHM, XpaHEHHUS U
YHUUTOKEHUS MEPCOHANBHBIX JaHHBIX B YUPEKICHUU.

8.3.4. PesepBupoBaHME TEXHHYECKHX CPEIACTB, AyOJMpOBAHHE MACCHUBOB W HOCHUTENCH
uH(pOpMAaIIIH.

[Topsimok pe3epBUPOBAaHMST M BOCCTAHOBIICHHS PAaOOTOCHOCOOHOCTH TEXHHYECKUX CPEICTB H
MIPOrpaMMHOTO obecriedeHusl, 0a3 JaHHBIX, 3aMIUIAEMON HHPOPMAIIUU U CPEJICTB 3AIIUTH HH()OPMAIIH
npuezeH B [Ipunoxenun A.

8.3.4.1. OOGecrieueHne LETOCTHOCTU U focTynHOCTH I1J[H, mporpaMMHBIX M anmapaTHbIX
cpencte UCIIJIH, a Takke CpPeaCTB 3alUThI, IPU UX CIy4allHOW WJIM HAMEPEHHOH MOIU(HUKAIIHH,
JOJKHO OCYIIECTBISATHCA C IOMOINBIO PE3ePBHOIO KOMHUPOBaHUsS (AyOJHMpPOBAaHUS MAacCHUBOB U
HocuTesnel nadopMain) oopadaThiBaeMbIX TaHHBIX, pe3epBupoBanus dnemMeHToB UCII/IH.

8.3.4.2. Hns o6ecneuenus menoctHoct WCIIJIH MOJDKHBI BBIMOTHATHCS CIEAYIOIINE
MEpONPUATHUS 10 PE3EPBUPOBAHUIO!

— pe3epBHbIC KONMUU HMH(POPMALMOHHBIX pecypcoB, coaepxamux [1/IH, TOMKHBI XpaHUTHCS B
CIELUANIBbHO BBIJCIIEHHOM MeECTe, TEPPUTOPHAIBHO OTHAJIEHHOM OT MecTta o00paboTKH caMoii
nHpopManuu;

— s OOECTeYeHHsI COXPAHHOCTH PE3EPBHBIX KOMUH JOJDKEH OBITh NMPUMEHEH KOMILIEKC
OpraHMU3alMOHHBIX U Pu3ndeckux Mep 3amutel oT HC/L;

— HOCUTEIH, Ha KOTOpBIE OCYILIECTBISETCS PE3epBHOE KOMHMPOBAHHE, IOJDKHBI PEryJIsIpHO
MIPOBEPSATHCS HA OTCYTCTBUE MOBPEXKACHUN, COOEB JIOTHUECKON CTPYKTYPHI, (DaliIOBOIl CHCTEMBI,

—  JIOJKHBI IPOBOAUTHCS PETYIISPHBIE TPOBEPKH MPOLEAYP BOCCTAHOBJICHUS JAHHBIX.

8.3.5. Hcnonb3oBaHHE CPEACTB 3AIIUTH HHPOPMALIHH

B coorBerctBuu ¢ Ilocranosnenuem IlpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012
r. No 1119 «O6 yTtBepkaeHun TpeOOBaHUM K 3allMTE MEPCOHAIBHBIX NAaHHBIX MPU UX 00paboTke B
MH()OPMAIIMOHHBIX CHCTEMaX IMEePCOHAIBHBIX MAHHBIX» I OOECHeYeHHs YPOBHS 3allUIICHHOCTH
MEepCOHATBHBIX JAaHHBIX MpH UX 00paboTke B HHGOPMALMOHHBIX CHCTEMaxX HEOOXOIUMO
HCIOJIb30BaHUE CPEACTB 3alUThl HH(OpMaLMM, MPOLIEAMNX MPOLUEAYPY OLEHKH COOTBETCTBUS
TpeOoBaHUsAM 3aKoHOAaTenbcTBa Poccuiickoit dexepauuu B obmactu obecneueHUs 0€30MaCHOCTH
uH(popmManuy, B ciydae, KOrja NIpPUMEHEHHE TaKuX CpEeACTB HEO0OXOIMMO s HeWTpanu3anuu
aKTyaJbHBIX YTPO3.

[Ipy uCnonab30BaHUM CPENCTB 3aIIUTHI MHGOpPMAIMHU, MPOLIEAIINX B YCTAHOBJICHHOM IOPSJIKE
IPOIEelypy OLIEHKU COOTBETCTBUS (CEPTUDHUKAIMIO), JOJKHBI BBITOTHATHCS CIETYIONINE MEPOIPUSATHS:

— YCTaHOBKa W BBOJ| B JKCIUIyaTallMI0 CPEJICTB 3allluThl MH(OpPMALMM OCYIIECTBISIETCS B
COOTBETCTBHUHM C KCILTyaTallMOHHON M TEXHUYECKON JOKYMEHTALMEH;

— TpoBeJeHHE OO0y4YeHHUsS JIMII, UCIOJIB3YIOUIUNX CPEICTBA 3alIUThl MH(OpMalluY, MpaBHiIaM
paboTHI C HUMU,

— y4YeT NpPUMEHSEMBIX CPEICTB 3alIUThl WH(OPMAIMU, JIKCIUTYyaTallMOHHOW U TEXHHYECKOM
JOKyMeHTanuu K HuM. dopMma KypHala ydera CpPeACTB 3allUThl MHPOPMAIMH, IKCIUTYyaTallMOHHOW U
TEXHUYECKON JOKyMEHTallMu K HuUM TmpuBeneHa B [Ipunoxxkenun 1. dopma xkypHama ydeTa CpelCTB
KpunTorpaguueckoi 3amuTel HHPOPMAIUH, IKCIUTYaTallMOHHOW M TEXHUYECKOW JOKYMEHTAIlMH K HUM
npuseneHa B [Ipunoxennn 2;

— KOHTpOJIb HaJg  CcOONIONEHUEM YCIOBUN MCIOIb30BaHUS CPE/ICTB 3aIUTHl  MH(OpMAaIHH,
IIPEYyCMOTPEHHBIX IKCIITyaTallMOHHON M TEXHUYECKON JOKYMEHTALUEH;

— TEpUOAMYECKOE TECTUPOBAHME CPEJICTB 3alllUThl B COOTBETCTBUM C JKCILIyaTallMOHHOMN
nokyMmeHntanued Ha C3U1. ®opma xypHana nposeaeHus nepuoandeckoro rectupoanusi C3U npusenena
B [Ipunoxenuu 3;

— pa3dupaTenbCTBO U COCTaBJICHHME 3aKIIOYEHUH 1o (akTaMm HeCOOTIOJEHHUS  YCIOBUI
WCIIOJIb30BAaHUS CPEJICTB 3alIUThl MHPOPMAIIUU, KOTOPbIE MOTYT MPUBECTU K HAPYIICHUIO LEIOCTHOCTH,
KOH(MUICHIIMATFHOCTH TEPCOHANBHBIX JAHHBIX WM JAPYTUM  HApYIIEHUSM, TMPUBOASIIAM K
CHIDKEHHUIO YPOBHS 3alIUIIIEHHOCTH MEPCOHAIbHBIX TaHHBIX.
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8.3.6. Hcronp3oBaHue 3alUILICHHBIX KAHAJIOB CBI3U

8.3.6.1. [Ipu B3aumoxeiicTBUM HWH(POPMAIMOHHBIX CUCTEM C HWHQPOPMAIMOHHO-
TEJICKOMMYHUKAMOHHBIMH CETSAMU MEXIAYHapOJHOTO HH(OpPMAIMOHHOrO OOMEHa (CeTsIMH CBS3U
o0IIero TMOJb30BaHUSA) OCHOBHBIMM METOJAaMH H CHOCOOAMHM 3amuThl  HWHPOPMAIHWU  OT
HecaHKI_[I/IOHI/IpOBaHHOFO I[OCTyHa SABIIAKOTCA:

— MEXCETEeBOE SKPAHUPOBAHHUE C IEJIbI0 YIPABICHUS JTOCTYIOM, (QHUIBTPAIIMN CETEBBIX MAKETOB
Y TPAHCJISIIMK CETEBBIX aJPECOB JIJIS CKPBITUS CTPYKTYPhI HH()OPMAIIMOHHON CUCTEMBI;

— oOHapyXeHHE BTOPKCHHNM B HH()OPMAIMOHHYIO CHCTEMY, HApPYIIAIOIUX WA CO3AFOIINX
MPEANOChUIKA K  HApYIICHHIO YCTAHOBJIIGHHBIX TpeOOBaHW 1O oOecnedYeHHo O0e30MacHOCTH
HepCOHaJIbHBIX JaHHBIX

— aHaAJM3 3alUIICHHOCTH HWH(POPMAIIMOHHBIX CHCTEM, IMPEAIOJIAralolMi  IpUMEHEHUE
CHCIMAIM3UPOBAHHBIX MPOrPAMMHBIX CPEJICTB (CKaHEPOB OC30MACHOCTH ),

— 3ammTa uHGOpMAIIMK TIPH ee Tiepeade Mo KaHallaM CBSI3H;

— HCIIOJIb30BAaHHME CMapT-KapT, 3JEKTPOHHBIX 3aMKOB W APYIHX HOCHUTENEH HMH(POPMALUU IS
HA/ICKHON HIIeHTU(UKALMY 1 ayTeHTU(PUKALIUHY TTOJIb30BaTEIeH;

— HCIOJb30BaHUE CPEACTB AHTUBHPYCHOM 3aIIUTHI;

—  ICHTPAJIM30BaHHOE yIpaBJICHHUE CHUCTEMOM 3aIUTHI MEePCOHATBHBIX JTAHHBIX
HH()OPMALIMOHHON CUCTEMBI.

8.3.6.2. Jnst obecrieueHusi 0€30MACHOCTH TEPCOHAIBHBIX JaHHBIX MPH  YAAJECHHOM
pocTyne K HWHGOpPMAIMOHHON cucTeMe dYepe3 HHOOPMAIMOHHO-TEICKOMMYHHKAIMOHHYIO CETh
MEXJIYHAPOJHOTO HMH(POPMAIMOHHOTO OOMEHA JOMOJHHUTEIBHO OJIKHBI MPUMEHSITHCS CIICIYIOLINE
OCHOBHBIE METOIbI H CIIOCOOBI 3alIUThI HHPOPMAILUH OT HECAHKIIMOHHUPOBAHHOIO J0 CTYIIA:

— TIpoBepKa IOJJIMHHOCTU OTHpaBUTeNs (yJAJ€HHOIO MOJNb30BaTeNs) M LEIOCTHOCTH,
nepeiaBacMbIX o UH()OPMAIIMOHHO-TEIICKOMMYHHKAIIMOHHON cetu MEKIYHAPOIHOTO
UH()OPMAIIMOHHOTO 0OMEHA JaHHBIX;

—  yIpaBJCHUE JOCTYIIOM K 3alMIAeMbIM IIEPCOHATBHBIM JIAHHBIM HH()OPMAIIMOHHOW CETH;

—  WCIIOJB30BaHUE aTpUOYTOB OE30MACHOCTH.

8.3.6.3. Hns obOecrieueHuss 0€30MACHOCTH TIEPCOHAIBHBIX JAaHHBIX IIPH MEXKCETEBOM
B3aNMOJICHCTBUU OT/ICJIBHBIX WH(pOPMAITMOHHBIX CUCTEM yepes vH()OpMaIMOHHO -
TEJIEKOMMYHHUKAIMOHHYIO CETh MEKIYHAPOJIHOI0 WH()OPMAIIMOHHOTO OOMEHA JOJDKHBI IPHUMEHSIThCS
CIIEYIOIINE OCHOBHBIE METOJbI M CIIOCOOBI 3aIHUTHl WH(OOPMANUH OT HECAHKIIMOHUPOBAHHOTO
JocTyna:

— CO3JaHME KaHaJla CBsI3M, 00ECTICUNBAIOIIETO 3aIIUTY NepeaBaeMoil nH(GOpMAaIHH;

— OCYIIECTBJICHHE AayTCHTH(HUKAIIUN B3aWMOJICHCTBYIOMMX WH(POPMAIMOHHBIX CHUCTEM, |
MIPOBEPKa MOJTMHHOCTH TTOJIH30BaTEIICH U IIEIOCTHOCTH IePEIaBaCMbIX JTaHHBIX.

8.3.6.4. 3ammuTa KaHAJIOB CBS3M  pealu3yeTcs CIEAYIIINMH  OpPraHU3aIlOHHO-
TEXHHYECKUMH CITOCOOaMU:

— Pasmemenne NUHUN CBSI3U U CETEBOr0 OOOpPYAOBaHUS B Mpeaesiax KOHTPOJIUPYEMOW 30HBI
(K3);

— I/ICHOJII)3OBaHI/IC BOJIOKOHHO-OIITUYCCKUX J'IHHI/IfI CBA3H, San}I)IHSII-OIHI/IX NN UCKJIFOYAKIINX
BO3MOXXHOCTH TIepeXBaTa repeiaBaeMoil HHpopMarvm,

— Hcnonbs3zoBanue cpefcTB KpUNTOrpadhudecKoi 3aluThI.

8.3.7. dwu3nueckas 3amuTa MOMEIICHUH U TEXHUYECKUX CPEJICTB

8.3.7.1. Pazmemenune UCIIJIlH m oxpaHa moOMeNIeHWN, B KOTOPBIX BeAeTcs padoTa ¢
MepCOHATBHBIMU JAHHBIMU, JOJDKHBI 00€CIeurnBaTh COXPAHHOCTh HOCUTEINCH MepCOHATbHBIX TaHHBIX
W CpPEICTB 3amuThl HHGOPMAIMHA, a TaKXKe HCKIIYaTh BO3MOXXHOCTh HEKOHTPOJIHUPYEMOTO
MPOHUKHOBEHUS WU MPEOBIBAHUS B TUX TTOMEMICHUSX TOCTOPOHHUX JIUII.

8.3.7.2. BrimosniHenne TpeboBaHM 1O MCKIIOYEHUIO BO3MOXKHOCTH HEKOHTPOJIHPYEMOTO
NPOHUKHOBEHUs WM TmpeObiBaHuss B mnomenieHusx WCII[lH TOCTOPOHHHMX JHII peaTu3yercs
OCYIIECTBJIICHUEM OPTaHU3AMOHHBIX U TEXHUYECKUX MEp IO CO3JIaHHI0 KOHTpoHpyeMoi 30HHI (K3)
Yupexaenus.
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8.3.7.3. I'panunamu K3 sBasrorcs:

—  TEepUMETP OXPAHSIEMON TEPPUTOPUHU Y UPEXKICHUS;

—  OrpakJarolive KOHCTPYKIIMH OXPaHsSEeMOro 3[JaHHsl WJIM OXpaHsIeMON YacTH 3/aHHUs, €CIIH OHO
pa3MeIleHO Ha HEOXPaHsIEMON TEPPUTOPHH;

—  CTEHBI IOMEUICHUN YUpEKICHUS.

8.3.7.4. B cocrtas K3 qoJmKHBI BXOIUTH:

—  TIOMEIIEHUS, B KOTOPBIX pa3MelIeHbl paboure CTaHIUMH, CEPBEPHI, CETEBOE O0OpYyIOBAaHUE,
Bxojsmue B coctaB UCII/IH;

—  TMOMENIEHUs, B KOTOPBIX MpoXxoasaT kabenbHble Jinaun cBsizu UCIIIH;

— TIOMEUIEHHUs, B KOTOPBIX XpaHATCA OyMmakHble Hocutenu [IJ[H (apxuBbl, TMOMEIICHUS
pabOTHHUKOB YUpexaeHus).

8.3.7.5. Pasmemnienne TexXHMYECKMX CpeAcTB, oOpabatbiBatomux [IJIH, mg0mKHO
OCYIIECTBISITECA C y4eTOM TpeOOBaHMS MUHHUMH3AIHMH JOCTyNa B pabouyue MOMEIICHHS JHI], HE
CBsI3aHHBIX ¢ 00paboTkoit [1/[H u oOcmyxnBaHreM 000pyIOBaHHS.

8.3.7.6. JlocTynm TOCTOpOHHHMX IuIl (TIOCeTUTEeNeH, pabOTHUKOB OOCTYKHBAIOIIUX
OpraHHu3aluii) B KOHTPOJIUPYEMYIO 30HY B pabouee BpeMsi OCYIIECTBISETCS TOJIbKO B COIIPOBOXKICHHUH
PabOTHHUKOB YUpEKACHUSI.

8.3.7.7. Pa3Mmemenue ycTpoiicTB 0oTOOpakeHus U e4aTu HH(POpMaIiu, UCIOIb3YEMBIX B
coctaBe WCIIAH, MOMKHO OCYIIECTBIISTHCS C YYETOM MAaKCHUMAJIbHOI'O 3aTPYAHEHHUsI BU3YaJbHOI'O
MPOCMOTpa HHPOPMALIMH TOCTOPOHHUMHU JIMIIAMH.

8.3.7.8. CepBeppl 1 KoMMyHUKannoHHoe  oOopynoBanue  HCII[H  gosmkHBI
pacmoyiaraTbCsi B OTICIBHOM IMOMEHICHHHM HJIM B METALIMYCCKUX IKadax C MPOYHOU 3amupaeMoi
nBepbio. Kiroum oT nBepeil moMemennii 1 mKadoB JOJDKHBI OBITh TOJBKO Yy JIMI], UMCIOIIUX MPaBO
J0CTyIa B HUX.

8.3.7.9. B Hepabouee Bpems TOCTyI B KOHTPOJIUPYEMYIO 30HY JOJDKEH OBITh MCKIIOYCH
CJICIYIOIIIIMH MEPAMH:

O  opraHu3zanus U o0ecreyeHrue KOHTPOJIS IOCTYIa B IIOMEIICHUS pAOOTHUKOB U IIOCETUTEIICH B
pabouue quu ¢ 09.00 mo 18.00.

O opraHu3anus u o0ecrieueHrue oXpaHsl oMenieHuit B padoure jqau ¢ 18.00 mo 09.00, a Takxke
B BBIXOJHBIE U MPA3THUYHbIE THU.

O  He JOIyCKaTh MPOHUKHOBEHHSI M MPEOBIBAHUS MTOCTOPOHHUX JIMI] B MIOMEIICHHUSIX B pabodne
aau ¢ 17.00 go 09.00, a Takke B BBIXOJHBIC M Mpa3AHUUHbIE AHU. [Ipu HEOOXOAMMOCTH HCIIOIb30BAHHUS
MOMEIIEHUH B YKa3aHHOE BpeMs, JIOMYCK B IOMEIICHUS OCYIIECTBIISICTCS MO IHCHhMEHHOW 3asiBKE
OTBETCTBEHHBIM JTUI[OM.

O BHOC W BBIHOC MaTepHAIBHBIX IEHHOCTEH B TIOMEIICHHS M W3 MOMEIICHUH OCYIIECTBIISETCS
TOJIKO B MIPUCYTCTBUH OTBETCTBEHHOTO JIUIIA.

8.3.8. HMcnonb3oBaHue CPEICTB aHTUBHPYCHOM 3aIIHUTHI

8.3.8.1. CpencrBa aHTUBUPYCHOM 3alIUTHI IPEJHA3HAYEHBI JJISl PEAIM3alMK CIEAYIOINX
GyHKIU:

— AHTUBUPYCHOE CKaHUPOBAHHUE;

— OJIOKMpOBaHUE BPEOHOCHBIX MTPOrpamM;

— aBTOMAaTHU3MPOBAHHOE OOHOBJICHHE AHTUBUPYCHBIX 0a3;

— OrpaHMYEHHUE IIPaB IOJIb30BATENSl HA W3MEHEHHE HACTPOEK AHTUBUPYCHOTO IMPOIPaMMHOIO
obecreueHus;

— aBTOMATHUYECKHUH 3aIlyCK cpa3y MOCIE 3arpy3Ku ONepaliiOHHON CHCTEMBI.

8.3.8.2. [Toncucrema peanusyeTcs HyTEM BHEAPEHHUS CIENUAIBHOTO AHTUBUPYCHOTO
nporpaMMHoro obecnedenus Ha Bce aemenTsl UCIH.

8.3.8.3. O60 Bcex ciydasx cOOE€B aHTUBHPYCHOI'O MPOrPaMMHOIO OOecHedeHHs
(mosiBeHust cooOmeHud 00 ommOKax) TMOJAb30BaTeNh JOJDKEH HEMEJICHHO YBEIOMIISTH
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OTBETCTBEHHOTO 3a o0ecrieueHne 0e30MacHOCTH MEPCOHATBHBIX TaHHBIX.
8.3.9. ObecrneueHne BHEIIHEH 3aITUTHI TIEPCOHANTBHBIX JaHHBIX.
8.3.9.1. IIponyckHOM pexuM B 3HaHUU YUPEIKIACHHS HE OCYIIECTBIISICTCS.
8.4. Ilopsnmok pa3paboTku, BBoja B aeicTBHE U dkciuryatamuu C3I11H

8.4.1.1. TpeboBanusa no 3amure [1/1n mis xaxgoir UCIIAH nomkHbl GOpMHUPOBATHCS B
Buje Texunueckoro 3amanus Ha co3nanue C3I1/In B UCII/IH Ha sTane pa3paboTku (MOJIEpHHU3AINN)
NCITH.

8.4.1.2. TpeGoBanus A0JKHBI POPMUPOBATHCS HA OCHOBAHUH TOJIOKEHUNU PYKOBOISIIINX
nokymeHToB ®CTOK Poccun u ®Ch Poccun, nepeyeHb KOTOpBIX IPUBEIEH B II. 4.1.

8.4.1.3. Hns BHOBb co3gaBaeMbix MCII/IH, a Taxke musa ¢ynknuonupyromux WCII/IH,
He BKimovamux B ceds C3IIH npoBoAsSTCS ClIenyonue MEpOpusTUs .

— oOcnenoBanue MCII[In u pa3paboTka TEXHUYECKOTO (YaCTHOrO TEXHHUYECKOT0) 3aJlaHusl Ha
cozganue C3I11H;

— npoektuposanue u peanuzanus UCIIIn u C3I1/11 B €€ cocrase;

— BBox B jaeicrBue C3II/H, BKiIrOHaroniee OMBITHYIO JKCILTyaTallMI0 M IPHUEMO-CIATOYHbIC
UCIBITaHUS CPEICTB 3alIUThl HHpOpMAIUK, a Takxke oleHKy coorBercTBus WCII[In TpeboBanusM
6e30macHOCTH HHPOPMALIUH.

8.4.1.4. Hns ¢yuxkumonupyromux MCIIH, Brmrowaromux B cebst C3I1n, mopabotka
(monepuuzanus) C3I1x nomkHa MPOBOAUTHCS B Cydae, €CIu:

— u3MeHuJIcs cocTaB oOpabaTsiBaeMbix [1/1H;

— wu3MeHuscs coctaB winu crpykrypa camoi MCII/In unu TexHuueckue ocoOEHHOCTH ee
MOCTPOCHUS (M3MEHWJICA COCTaB HIIM CTPYKTypa MPOTrPaMMHOTO OOecreueHHs, TEXHUYECKUX CPENICTB
obopabdotku [1JlH, Tomonmormu JIBC WCII/IH) wim TtexHOMOTMYecKuil mporecc oOpabdotku I/,
BCJIE/ICTBHE KOTOPOTO NMPOU30LLTH U3MeHeHus B cTpykrype UCII/IH;

— u3MeHuscs coctaB yrpo3 6e3omacuoctu [1/1n 8 UCTTH;

—  HM3MEHWJICS ypoBeHb 3amnuieHHocTr (kinacc) UCTI/IH.

8.5. Tlopsanok ouenku coorBercTBUs MCII/{H TpeboBanusm 6e3onacuoctu [1/[H

8.5.1.1. Ouenka coorBetcTBUst UCII[H TpeGoBanusm 6e3onacHoctu [1J{H mpoBoauTcs B
BHJIC BHYTPEHHEH OIICHKH COOTBETCTBUS / TOOPOBOJIBHON aTTECTAIlMH HA COOTBETCTBUE TPEOOBAHUSIM
6e3omnacHocTu UHGOPMAITUH.

8.5.1.2. Jns UCII/IH, oneHKa COOTBETCTBUSI KOTOPBIX MPOBOJUTCS B BUJI€ BHYTPEHHEH
OLICHKU COOTBETCTBHS, HEOOXOIUMO BBIMOJHATH CIEAYIOLME TPeOOBaHUS:

— OLEHKa COOTBETCTBHUS OCYLIECTBISIETCS HAa OCHOBE COOCTBEHHBIX JIOKAa3aTENbCTB WM Ha
OCHOBAaHUM JIOKA3aTENbCTB, IMOJIYYEHHBIX C YYacTUEM NPHUBJICYEHHBIX OpraHu3aluid, HMEIOIIHNX
HE00XOAMMBIE JINLIEH3UH;

— B Cllydae IpOBEACHUS OLEHKH Ha OCHOBE COOCTBEHHBIX [0Ka3aTelIbCTB YUPEKACHUS
CaMOCTOSITENIbHO (POPMUPYET KOMIUIEKT TOKYMEHTOB, TaKMX KaK TEXHMYECKas JOKYMEHTalus, JApyrue
JOKYMEHTBI U Pe3yJlbTaThl COOCTBEHHBIX MCCIEIOBAHUHN, MOCITY>KUBIINE MOTUBUPOBAHHBIM OCHOBAHHEM
JUIS  TIOJATBEP)KJIEHUS COOTBETCTBUS HWH(GOPMAIMOHHON CHUCTEMBbl TIEPCOHANBHBIX JIaHHBIX BCEM
HEO0XO0AUMBIM TPEOOBAHUSIM;
pe3yNbTaThl OLIEHKN COOTBETCTBHS IOJIKHBI CO/IEPIKATh:

o HauMmecHoBaHHe U MecToHaxoxacHue UCIIH;

o wuHpopManuo 006 00BEKTE MOITBEPKIACHUS COOTBETCTBUS,

O HaWMEHOBaHHE JJOKyMEHTOB, HA COOTBETCTBUE TpeOoBaHMIM, KOTOphIX oneHuBaercs UCII/IH;

O CBEACHHUS O MPUHATBHIX Mepax Mo obecmneueHnio cooTBeTcTBUs HCII[[H HEoOXoaummbIM
TpeOOBaHUSAM;

O CBEACHHUS O JOKYMEHTaxX, MOCTY)KHBIIUX OCHOBAHHEM JJisi TOATBEPKICHUS COOTBETCTBUS
NCTI/Ix TpeboBanusiM;

@) CpOK HeﬁCTBHSI OLICHKU COOTBETCTBUA 1N YCIIOBUA HOBTOpHOI\/’I OLICHKH.
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8.5.1.3. HoGpoBonsnas arrecrauus MWCII[lH Ha cooTBeTcTBHE  TpeOOBaHUSAM
0e3omacHOCTH MHGOPMAaLUKU IPOBOJUTCSA B COOTBETCTBUM ¢ [lomokeHneM mo aTTecTanuy OOBEKTOB
uH(popmaTH3auu 1Mo TpeOoBaHUSAM O€30MaCHOCTH HMH(OpPMAIUMU, YTBEP)KICHHBIM IpeiaceaaTeneM
lN'ocynapcTBeHHO# TexHUueckoil komuccuu nipu Ilpesnaente Poccuiickont denepamuum 25.11.1994 r.

[Ton arrecranmeil 00beKTOB HH(MOpPMATH3AIMKM TIOHUMAETCS KOMILIEKC OpraHU3allOHHO-
TEXHUYECKUX MEPONPUATHH, B PE3YJIbTAaTe KOTOPHIX IIOCPEICTBOM CIIELUAIBHOIO JOKYMEHTa —
«ATTecTaTa COOTBETCTBUS» MOATBEPIKIACTCS, UTO OOBEKT COOTBETCTBYET TPEOOBAHUSAM CTAHAAPTOB HIIH
MHBIX HOPMaTUBHO-TEXHUYECKHUX JTOKYMEHTOB 10 6€3011aCHOCTH NH(OPMALIHH.

ATTecTanys IpOBOJUTCS OPraHOM II0 aTTECTAIl[MH B COOTBETCTBHH CO CXEMOM, BEIONPAEMO 3TUM
OpPraHOM Ha 3Tare MOJArOTOBKH K aTTeCTallMM U3 CIEAYIOIIEr0 OCHOBHOI'O NepeyuHs paboT:

—  aHaJM3 UCXOAHBIX JAHHBIX 110 ATTECTYEMOMY 00BEKTY HH(OpMATH3AINH;

—  TpenBapHUTEIbHOE 03HAKOMIICHHE C aTTECTYeMbIM 00bEKTOM HH(pOpMATHU3ALINY;

— TPOBEJNCHHME OKCIEPTHOro  o0cienoBaHWs OO0bEKTa HH(pOpPMATH3alMM H  aHAJIH3
pa3pabOTaHHOM JOKYMEHTALMU [0 3aluTe HHPOpPMALUMU HAa 3TOM OOBEKTE C TOYKH 3pEHHs ee
COOTBETCTBUS TPEOOBAHUSM HOPMATUBHON U METOIMYECKOMN TOKYMEHTALIUN;

— TIPOBEJCHME UCHBITAHUN OTHENBHBIX CPEACTB M CHUCTEM 3alllUThl HH(POpPMALUU Ha
aTTeCTyeMOM O00beKTe HH()OPMATU3alUM C IOMOUIbIO CHEIHMAIbHONH KOHTPOJILHOW ammaparypsl |
TECTOBBIX CPE/ICTB;

— TIPOBEJCHME HCHBITAHUN OTAENbHBIX CPEACTB M CUCTEM 3allUThl UHpOpMaLUU B
UCHBITATEIbHBIX LEHTpax (JabopaTopusx) MO CepTUPHUKALMU CPEACTB 3aIUUThl HMH(OpPMAIMU 10
TpeOoBaHUsAM 0€30IacCHOCTH UHPOPMALIUY;

— TIIPOBEJEHME KOMIUIEKCHBIX aTTECTAllMOHHBIX MCIBITAaHUN OO0bekTa MH(OpMaTH3alUU B
pEaJIbHBIX YCIOBUAX IKCILTyaTalluu;

— aHaJIW3 Pe3yJbTaTOB JKCHEPTHOTO 0OCIeAOBaHUS M KOMIUIEKCHBIX aTTECTAllMOHHBIX
UCTIBITAHUN 00BhEKTa MHPOPMATU3AIUH U YTBEPKACHNE 3aKITIOUEHUS 110 PE3yIbTaTaM aTTECTaIlHH.

Opranel no arrecranuu akkpeauryroress PCTOK Poccun ¢ Bblnayeil IMIIEH3UM HAa IPOBEACHUE
pabot 1o arrectanyuu 00BEKTOB HHPOPMATHU3ALIUH.

ATTecTalllOHHbIE HCIBITaHUS MPOBOJATCS B COOTBETCTBUHU C pa3paboraHHOM I[Iporpammoii u
METOJIMKON MPOBEIECHMSI aTTECTAlMOHHBIX HcnbiTaHuil. [lo pesynbraram ucnbiTaHuil odopmistoTcs
3aKJIIOYEHUE C MOATBEP)KJAIOIIMMHU IIPOTOKOJAMH, a TAK)KE, B CIydae IOJIOKUTEIBHOIO 3aKIHOYEHHUS,
BBIJIAETCS ATTECTAT COOTBETCTBUSI.

9. TpeboBanus k nepconany no odecrneyeHuro 3amuThl 1110

9.1. Ilpm BCTyIUIEHHH B JAOJDKHOCTH HOBOT'O PabOTHMKA HETMOCPEACTBEHHBIH PYKOBOIUTEIND
CTPYKTYPHOTO MOApa3ieleHus, B KOTOPOE OH MOCTyNaeT, 00s3aH OPraHu30BaTh €ro 03HAKOMIIEHHE C
TOJKHOCTHOM MHCTPYKIIMEH W HEOOXOIMMBIMH JJOKYMEHTaMH, PETIaMEHTUPYIOMUMU TPEOOBaHUs 110
samute [I/lH. OTBeTcTBeHHBIH 3a oOecmeueHHe O€30MaCHOCTH IEepPCOHANbHBIX JaHHBIX 00ydaeT
HaBbIKaM BBITIOJIHEHUS MpoleaAyp, Heooxoaumsix aist pabotel B MCII/IH u BeimonHeHus TpeboBaHU
no 3amute [1/IH 1 3HakOMUT moj pocnuch ¢ MHCTpykuuel nmoiabp3oBaresass HHPOPMALMOHHBIX CHCTEM
MIEPCOHATBHBIX JAHHBIX.

9.2. PaGoTHuKH JIOJIKHBI coOo1aTh YCTaHOBJICHHBIE OpraHU3alMOHHO-
pacnopsAIUTEIbHBIMA JTOKYMEHTAMU TpeOOBaHUS MO PEKUMY OOpabOTKH TEPCOHATBHBIX ITaHHBIX,
yueTy, XpaHEHUIo, Nepefade HocuTene nupopmanuu u odbecrnedenuro 0esonacuoctu I1/1H.

9.3. PaboTHHKHM IOJDKHBI OBITH NMPOMH(POPMHUPOBAHBI 00 OTBETCTBEHHOCTH 3a HapyIICHHE
TpeboBaHMil mo obecneuenuto 6e3onacuoctu I1/1H.

10. KonTposbe cocrosuus 3ammtsl [11H

10.1. Ilenpto KOHTPOJSI COCTOSIHHSI 3aIllUTHl SIBISIETCS CBOEBPEMEHHOE BBISBICHHE W
MpeOTBpAIIEHUE YTECUKA HHDOPMAITUH.

10.2. Kontpons coctrosHus 3amuThl [IJ[H JOMKEH OCYIIECTBIATHCA €XKETOJHO B
COOTBETCTBUHU C YTBEPKJAECHHBIM [ITaHOM BHYTPEHHHMX MPOBEPOK COCTOSHHS 3AIIUThl MEPCOHATBHBIX
nanHbIX. opma xxypHana yuyera npoBeAeHUs MeponpusTuil npuseaeHa B [lpunoxenun 4.

10.3. TlIpoBeneHHe KOHTPOJIS COCTOSHUS 3aNIUThHI BKIFOYACT B ceOSI MEPOTIPUSITUS 11O OICHKE:!

— coOmrofeHuss TpeOOBaHUN PYKOBOIAIIMX M HOPMATUBHO-METOAMYECKHX JOKYMEHTOB II0
zamure [1/H;
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— paboTOCTIOCOOHOCTH TPHUMEHSEMBIX CPEACTB 3aIlUTHl WHPOPMAIMU B COOTBETCTBUU C HX
AKCIUTyaTallMOHHON JTOKYMEHTAlUEH;

— 3HaHUU U BBINOJHEHUS MEPCOHATIOM CBOUX (DYHKIHMOHAIBHBIX 0053aHHOCTEN B YaCTH 3aIIUTHI
IT/1n.

10.4. TIlIpoBepka NpOBOAUTCS AOMOJHUTENBHO MPU U3MEHEHUU COCTaBa TEXHUUYECKUX CPEJCTB
U CHCTEM, yCIIOBHI 00paboTKu nHpopmarmu, coaepxarieit I[1/1H.

10.5. B cnyuasx obHapyxeHus HapymeHuit mpu oopadotke I1/1n B UCII/In HeoOxoquMo:

— HememneHHO mnpekpaTuTh oOpaborky II[Ilm B UCII[IH, rae oOHapyXeHBI HapyIICHHS U
MIPUHSATH MEPBI K UX YCTPAHCHUIO;

— OpraHM3oBaTh B YCTAaHOBJIEHHOM IIOpSJIKE pacclieJOBaHUE MPHUYMH U YCJIOBHM IOSBICHUS
HapYLICHUH C EJbI0 HEAOMYIIEHUS! UX B JajbHEHIleM M MPUBJICYEHUS] K OTBETCTBEHHOCTH BHHOBHBIX
JIVIL.

10.6. Bo3oOHoBiieHHME pPabOT pa3pemaercs TOJbKO II0CIe YCTPAaHCHUS HapyUIEHHH W
MPOBEPKH JOCTATOYHOCTH ¥ I(PPEKTHUBHOCTH MPUHITBIX MEpP, COOTBETCTBHUS HUX TPEOOBAHUSIM
HOPMAaTUBHBIX JOKYMEHTOB 1o 3amute [1/1H.
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IMpuaoxenne A. Ilopsiziok pe3epBUPOBAHMST M BOCCTAHOBJIECHUSI PadOTOCHOCOOHOCTH
TeXHHUYECKMX CPeACTB M MNPOrpaMMHOro ofecnedeHusi, 0a3 [JaHHBIX, 3alIUIIAeMOM
uHGopMaNH U CPeACTB 3aIUUTHI HHGoOpMaLUH.

1. Hacrtosummil mNOpsSIOK OIpenenseT OpraHu3alui0 pPE3EPBUPOBAHUS U BOCCTAHOBIICHHUS
paboToCOCOOHOCTH TEXHUUECKUX CPEJCTB M MPOrpaMMHOr0 o0ecrieueHus, 0a3 JaHHBIX U CPEICTB
3a1uThl HHGOPMAIUH.

2. K wucnonb3zoBaHuto, mig co3gaHust pesepBHort kornuu B MCIIJIH, nomyckaroTcsi TOJIBKO
3apETrUCTPUPOBAHHBIE B KYpPHAJIE y4yeTa HOCUTEIIH.

3. OTBeTcTBEHHBIN 3a obecreueHne 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX 0053aH OCYLIECTBIISATH
MEPHONYECKOE Pe3ePBHOE KOMMMPOBAHUE MEPCOHATBLHBIX TaHHBIX, 00padaTeiBaeMbix B UCII/IH.

4. Hocurenun undopmanuu KM/, I'M/J], CD-ROM, USB nakonurtens, Apyrue), npeaHasHaueHHbIE
JUIsL CO3JaHusl pe3epBHOM Kommu M xpaHeHus II/[H BBIJAIOTCS YCTAHOBIEHHBIM ITOPSIKOM
OTBETCTBEHHBIM 3a opraHuzanuio o60pabotku IIJI[H wuaM OTBETCTBEHHBIM 3a oOOecledYeHue
0€30MacCHOCTH TMEPCOHANbHBIX JaHHbIX. [0 OKOHYAaHMU WPOIEAYypbl PE3EPBHOTO KOMHUPOBAHUS
anexkTpoHHble Hocutenu [1/IH cnatoTes Ha XpaHeHHe OTBETCTBEHHOMY 3a o0ecrieueHrne 0e30macHOCTH
MEPCOHAJIBHBIX JaHHBIX, UM PYKOBOJUTENIO MOAPA3ACIICHUS], LI OTBETCTBEHHOMY 32 OpPraHU3aI1io
obpabotku I[1/1H.

5. llepen pe3epBHBIM KONMMPOBAHUEM II0JIb30BATENb WJIM OTBETCTBEHHBIM 3a 0O€CIEUEHHE
0€30MMaCHOCTH TICPCOHAIBHBIX TAaHHBIX O0s3aH MPOBEPUTH MEKTPOHHBIM Hocutens (KMJI, M/,
CD-ROM, USB HakomuTelb) Ha OTCYTCTBUE BUPYCOB.

6. Qailnpl, MoMeINIaeMble B IJIEKTPOHHBIA apXUB JODKHBI B 00S3aTE€ILHOM MOPSAIKE MPOXOIUThH
AHTUBHUPYCHBIA KOHTPOJIb B COOTBETCTBUH C pazzienaoM 16 Hacrosmero [lonoxenus.

7. 3amperiaercs 3auch NOCTOPOHHEH nHpopmanuu Ha 3iekTpoHHbsie Hocutenn (KM, ITM/I, CD-
ROM, USB HakomnuTenb U Apyrue) pe3epBHOI KOMHH.

8. [lopsnok co3nanusi pe3epBHOIN KOMUHU:

- BCTaBUTh B KOMITBIOTEP 3aperHCTPUPOBAHHBIN 3eKTpoHHBIH Hocutens KM/, TM/l, CD-ROM,
USB nakonurens, Ipyrue) A pe3epBHOI0 KOMMPOBAHUS;

- BBIOpaTh HEOOXOAMMBIN KaTayior ((hailir) AJis co3/1aHus pe3epPBHOTO apXUBA;

- IIpY MCTIOJIb30BaHUM CHCTEM YIpaBlieHUsl 0a3aMU JTaHHBIX HEOOXOJIMMO CO3/1aTh (ailsl ¢ pe3epBHOI
KOMUeH 3anuiaeMoi HHHOpMAaIIUY ¢ TTOMOIIbIO BCTPOCHHBIX CPEICTB CUCTEMBIL;

- BBIIIOJIHUTH IPOLIEIYPY CO3AaHUsI PE3EPBHOMN KOMUY;

- POU3BECTH KONUPOBAHUE HA OTUYKJAEMbIIl HOCUTEIIb;

- MPOU3BECTH OTKIIOYCHHE OTUYKJAEMOT0 HOCUTEINS U, CO3/IaB HEe 00XOJMMbIE 3allMCH B JKypHAallax
yOpaTh HOCUTENb B XPAHUJIHILIE.

9. XpaHeHHE OTYYXIAaeMOTO HOCHUTENII C pPEe3epBHOM KOMHEH 3amuiiaeMoil WHGOpMaIuu
OCYIIECTBJISIETCS B 3aMMpaeMoM mkady uin cerpe COBMECTHO C KIIFOUEBOU U ayTCHTHU(HUIIUPYIOIICH
nHpopmanuen.

10. TIIpm BoccTaHOBIEHHWH  PabdOTOCTIOCOOHOCTH  MPOTPAMMHOTO  OOECTeYeHHs  CHayala
OCYIIIECTBISIETCS PE3EPBHOE KOMMPOBAHKE 3alIUIIIaeMON HH(DOpMAIIHH, 3aTeM MPOU3BOAUTCS MOTHAS
JEUHCTAIUTSIINSA HEKOPPEKTHO pabOoTaroIIEero MporpaMMHOT0 00ecreueHusl.

11. BoccraHoBIEHHE MPOTPAMMHOTO OOECHEUYEeHHS] MPOU3BOIUTCS IMYTEM €ro HWHCTAULIIUN C
HCIOJIb30BAaHNUEM 3TaJOHHBIX AUCTPUOYTUBOB, XpaHEHHE KOTOPBIX OCYLIECTBIISIETCS OTBETCTBEHHBIM
3a obecnieyeHre 6€30MacHOCTH MEPCOHATBHBIX JTAHHBIX B CIIEIIUAIEHOM XPAaHUJTHUIIIE.

12. Tlpm HeoOXOAMMOCTH PEMOHTA TEXHHUYECKHUX CPEICTB, C HUX YHAISIOTCS OIeYaThIBAIOIINE



IUIOMOBI U 1O COTJIACOBAHMIO C OTBETCTBEHHBIM 3a obOecriedeHre O0e30MacHOCTH IEePCOHATbHBIX
JaHHBIX 00OpYIOBaHME IEpPENacTCs B CEPBUCHBIA ILIEHTP NPOU3BOAMTENS. PeMOHT HocuTenei
3amuUnaeMon nHpopMaI He JomyckaeTcs. HencnpaBHbie HOCHTEH C 3aIluiiaeMoi nHpopMaluei
MO/JIEKAT YHUUTOKEHUIO B COOTBETCTBUU C TOPSAKOM YHUYTOXKEHHMS HOCHUTEIEH 3aluIaeMoit
nHpopmanuu. Pabora ¢ NCNOIb30BaHNEM HEUCIPABHBIX TEXHUYECKUX CPEJICTB 3aIPEIIaeTCs.

13. TIlpm pabore nHa kommbiorepax WMCII[IH pexomeHayeTcs HCMOIb30BaTh HCTOYHHUKHU
OecriepeOOMHOr0 MUTAHUSA, C LENbI0 MPEIOTBPALICHUS MOBPEXKACHHUS TEXHUYECKUX CPEACTB M(WIIH)
3amuiaeMoi HHpopMaIu B pe3ylibraTte cOOeB B CETH IEKTPONUTAHHUS.

14. Tlpu BoccTaHOBIEHUH PaOOTOCIIOCOOHOCTH CPENICTB 3allUThl MH(POPMALIMK CIEAYET BBINOIHUTD
X HACTPOWKY B COOTBETCTBUU C TpeOOBaHMAMM O€30MacCHOCTH HH(OPMAIUH, HU3I0KECHHBIMH B
TEXHUYECKOM 33JJaHUH Ha CO3/IaHUE CUCTEMBI 3aIIUTHI IEPCOHAIBHBIX JAHHBIX.

15. BoccraHoBIIEHHE CPEICTB 3aIIUTHI MHPOPMAIIUU TPOU3BOAUTCS C MCIIOIH30BAaHHEM 3TaTOHHBIX
CepTU(GHUIMPOBAHHBIX AUCTPUOYTUBOB, KOTOpPbIE XPAaHATCA Y OTBETCTBEHHOIO 3a oOecreueHue
0€30MMacHOCTH MePCOHANBHBIX JaHHBIX. [locne ycnemHoi HacTpOMKM CPEICTB 3alUThl HHPOPMAIIH
HEOOXOIMMO BBITIOJIHUTh PE3EPBHOE KOMHPOBAHME HACTPOCK JIAHHBIX CPEICTB C TMOMOIIBIO
BCTPOCHHBIX B HUX (DYHKIMH Ha 3apETUCTPUPOBAHHBII HOCUTEINb.

16. OtBercTBEHHOCTH 3a MpoBeAeHHe pe3epBHOro komupoBanuss B WCIIJIH B cooTBeTcTBHM C
TpeboBanusMU HacTosmero [lomoxkenus Bosnaraercs Ha mosib3oBarens WCII/IH U OTBETCTBEHHOTO
3a obecrieueHre 6€30MacHOCTH MEPCOHAIBHBIX IaHHBIX.

17.0TBeTCTBEHHOCTh 3a TPOBEIEHHE MEPONPHUITHH 110 BOCCTAHOBICHHIO Pa0OTOCIIOCOOHOCTH
TEXHUYECKHUX CPEJICTB, CPEACTB 3amuThl nHpopmanmu (nanee — C3U) u mporpaMMHOT0 obecredeHus
0a3 IaHHBIX BO3JIAaraeTcsl Ha OTBETCTBEHHOIO 3a oOecreyeHre 0€30MacCHOCTH ePCOHANBHBIX JaHHBIX.
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IIpunoxenue 1. ®opma KypHajia ydyera cpeACTB 3allIUThl HHPOPMALMH, IKCIIIYATALMOHHOH M TEXHUYECKOM
AOKYMEHTALUH K HUM

Kypuan nauat « »

Kypnau y4dera cpeacrTs 3ammThl HHGOpMaUuM,
IKCIIYATANMOHHON U TEXHUYECKOH TOKYMEHTAIlUM K HUM

201 1.

JlOmKHOCTD
/ OO nomxHOCTHOTO JIMna /

Kypnan 3aBepiieH « »

201

JlomxHOCTh
/ ®NO momxHOCTHOTO KA /

Ne CepuiiHblit Opranuzanus,
- Haumenosanue C31 (3aBOJICKOM) BBIIIOJIHSIBLIAS Mecto ycranoBku C3U [Ipumeuanue
/1
Homep C3U1U ycraHoBky C3U

1

2

3

4




[puioxenne 2. @opma KypHana ydyera cpecTB KpUnTorpagpuieckoi 3aiiuTbl HHGOPMALMHU, IKCILUIYaTAHOHHON 1
TEeXHUYECKOH JOKYMEHTAUMHU K HUM, KJII0YEeBbIX JOKYMEHTOB

KypHan HayaT «

KypHaJj yuyera cpeacTB Kpunrorpaguyeckoi 3auiuTbl HHPOPMALUH,
IKCILIYATALMOHHON U TEXHHYECKOH TOKYMEHTALUH K HUM, KJII0YeBbIX JOKYMEHTOB

»

201 1.

/ ®UO pomxHOCTHOTO M1 /

Kypnan 3aBepiieH « »

201 r.

/ ®UO momxHOCTHOTrO U1 /

CepuiiHbie HOMeEpa

OTMeTKa O TOJIy4EeHHH

OrmeTKa 0 Bblaue

OtMmerka o noxkiodeHnu (ycranoske) CK3U

HaumenoBanue
CK31,
CK3H, .
. 9KCIUTyaTal[MOHHOMN Homepa JHara Homepa
SKCILTYaTaLHOHHON U TEXHUYECKOU 3K3EMILIIPOB ()7(0]
. TAaHOBKH U anmapaTHbIX
Ne U TEXHUYECKOMH P Jlata u HOMEp OO ycraso p IIpumeyanue
AOKYMCHTAIIMH K KIIFOYEBBIX Ot koro Jata u pacriucka COTpY/JIHUKA, TOAIINACH CpEACTB,
AOKYMCHTAIUTH K HHUM, HOMepa Cepuii JIOKyMEHTOB MOJTYYEHBI COMPOBOAUTEILHO TOJIb30BATEIA B HOJIy4E€HUU MPOBOAMBILIETO JIULL B KOTOpbIE
HUM, KJIFOUEBBIX ? ¥y ro MUChMa CK31 Y POBOA § p
KITHOUEBBIX YCTaQHOBKY MIPOM3BEIIIH YCTaHOBJICHBI
JIOKyMEHTOB
JTIOKyMEHTOB X YCTQHOBKY CK3U1
1 2 3 4 5 6 8 9 10 11 12 13
1.
2.
3.




Ipuioxkenue 3. Popma ’KypHajia nepuoau4ecKoro TeCTUPOBAHUSA CPEACTB 3alUThl HHpoOpMaUHu

KypHaJu nepuoau4ecKoro TeCTUpOBaAHUS
CPeACTB 3alUThHI HH(POPMALMHU

’KypHan HayaT « » 201 1. KypHan 3aBepiieH « » 201 .
JomxkHOoCTh JloiKkHOCTD
/ ®UO pomxHOCTHOTO M1 / / ®UO momxHOCTHOrO U1 /
PesynbTar
Bup tecta n
Perucrpammonnsie JlaTa ®OHO u noanucey TECTUPOBAHUSA Jlata mpoBeneHust
Ne Hammerosarne HOMEpA MIPOBEACHUS MIPOBO/IUBIIIETO HCTIOIH3YCMBIC (ycnemrHbIit/HEYyCITe CJIEIYIOILETO
/1 C3U1/CK3U P P P CpEeJICTBA JIJISl €T0 y ey yro
C3U/CK3U1 TECTUPOBAHUSA TECTUPOBAHUE IITHBIN ), TECTUPOBAHUS
IIPOBEICHUS
pUMEYAHUS
1
2
3
4




Ipunoxenne 4. ®opma KypHajia ydera MeponpusTHii 110 3al{uTe HHPOpMALMH

KypHaJy yuyera MeponpusiTHi 10 3a1UTe MHPOPMALNH

Kypnan Hayat « » 201 KypHan 3aBepiieH « » 201 .
/ ®NO nomxHOCTHOTO JIrna / / ®NO momxHOCTHOTO KA /
Jlara DdHUO IMoanucek
HaumenoBanue Kpartkoe onucanue
NpoBe/IeHUs1 | MPOBOAUBILEI0 | MPOBOIUBIIET0 [Ipumeuanue
MEPOTIPHUSITHS MEPOTIPHUATHS

MEpONPHUATHUS | MEPOIPUSATHE MEPOIIPUATHE




